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Risk Governance & Risk Management Process   

Energy Absolute Public Company Limited structured its Compliance structure into the concept of  

Three Lines of Defense (3LOD) to effectively enhance the communications on risk management and control by 

clarifying essential roles and duties of relevant employees involved. 

1. The First line Of Defense : Operational management is operational managers own and manage risks, 

responsible for maintaining effective internal controls and for executing risk and control procedures on  

a day-to-day basis. Operational management identifies, assesses, controls, and mitigates risks, guiding the 

development and implementation of internal policies and procedures and ensuring that activities are 

consistent with goals and objectives, also is responsible for implementing corrective actions to address 

process and control deficiencies. Through a cascading responsibility structure, mid-level managers design 

and implement detailed procedures that serve as controls and supervise execution of those procedures by 

their employees. 

2. The Second line Of Defense : Risk Management and Compliance Functions hold oversight responsibility 

and operate independently from the first line of defense, to help build and/or monitor the first line of defense 

controls to enable the organization to operate efficiently, transparently, and reduce the risk of  

non-compliance with various requirements. A risk mangement function that that facilitates and monitors the 

implementation of effective risk management practices by operational management and assists risk owners 

in defining the target risk exposure and reporting adequate risk-related information throughout the 

organization. A compliance function to monitor various specific risks such as noncompliance with applicable 

laws and regulations.  These activities are carried out in alignment with the COSO ERM Framework and 

international best practices. Risk Management and Compliance Functions shall report risk status to  

the Risk Management Committee on a regular basis. In case of an incident that has significant impact on 

the Company’s operation, the Risk Management Working Group shall immediately report such incident to 

top executives and Chairman of the Risk Management Committee.  

3. The Third line Of Defense :  Internal Audit Function, which plays a vital role in providing assurance to the 

Board of Directors and senior management that the internal controls implemented by the first and second 

lines of defense are appropriate and aligned with the organization's objectives and relevant standards. 
Internal Audit provides independent assurance on the effectiveness of risk management, compliance and 

operational processes. It doesn't engage in operational activities or direct risk management but supports the 

organization through systematic evaluations and improving the effectiveness of internal controls. Internal 

audit of enterprise risk management process being conducted in every two years. Audit engagements 

employ with the international audit standard with a variety of tools and techniques, including risk 

assessments, interviews, data analysis, and testing of process evidence, to evaluate th adequacy 

and effectiveness of the risk management and internal control system. 
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The concept of Three Lines of Defense (3LOD) 

 

Roles for each line of defense model, exist at senior management or executive level. 

Three Lines of Defense Dedicated Role/Function Responsibility 

The 1st Line of Defense Head of Operational 

Management of  

each Process Unit. 

Operational management is operational 

managers own and manage risks, 

responsible for maintaining effective 

internal controls and for executing risk 

and control procedures on a day-to-day 

basis. 

The 2nd Line of Defense Head of Risk Management  

and Compliance Unit, 

Senior Manager of Risk 

Management and Compliance 

Hold oversight responsibility and 

operate independently from the first line 

to help build and/or monitor the controls 

to enable the organization to operate 

efficiently and reduce the risk of  

non-compliance, reporting to Risk 

Management Committee. 

The 3rd Line of Defense Head of Internal Audit Unit, 

Senior Manager/ Manager of 

Internal Audit  

Provide independent assurance on the 

effectiveness internal control system of 

risk management process, compliance 

and operational processes to the Board 

and senior management. 
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Risk Management Process in New Product Development Process 

The Risk management principles and practices for business and product development have been adopted by the 

Company. EA applied Risk & Opportunity assessment procedure, ISO-PD-001 to evaluate potential risks in new 

product development. Prior to any new product is released into the market, the Company has identified potential 

risks and established essential safety requirements during the new project development process. The risk 

assessment criteria comprising of likelihood and impact of the risk factors including financial risks, regulatory risks, 

operational risks of process approach such as material input, man, machine, method and measurement. It also 

ranks the severity of each risk factor by using the risk assessment matrix to assess the overall risk level and 

determine appropriate risk control measures and considers inherent risk and residual risk of each risk. 

Risk Management Training for Executive and Employee 

EA Group encourages our Executive Management to be aware of Governance, Risk Management and 

Compliance (GRC) which is an Organizational strategy for managing governance, risk management, and 

compliance with industry and government regulations. We also encourage all non-executive directors to participate 

in risk training in both inside and outside organization. Meanwhile, risk management culture shall also be fostered 

constantly among the Board of Directors, executive management, and all Employees. 

Corporate Risk Management training is also provided throughout the organization for all employees which included 

both of Management level and Non-Management level on regular basis to ensure that they are aware of the 

importance of Risk Management principles.  

EA has prioritized strengthening its risk management culture for the year 2024 by developing and implementing 

a self-learning programs throughout the organization for executive management and all employees.  

The programs have been designed to be mandatory courses. The satisfying result shows that all participants 

successfully met the evaluation criteria, achieving a pass rate of at least 80% out of a possible 100%. This reflects 

our employees' commitment and understanding of the organization's key practices. The programs are cover 

crucial topics, including; 

o Risk Management principles,  

o Anti-Corruption and bribery,  

o Code of Conduct and Code of Ethics,  

o Non-Discrimination and Anti-Harassment,  

o Diversity and Inclusion and  

o IT Security Awareness and PDPA. 
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The Mandatory courses for executive 

management and all employees, Year 2024. 

Learning Participation Target: 100% 

Minimum Passing Score: 80% 

Risk Management principles 2024 

Corporate governance principles 2024; 

 - Anti-Corruption and bribery,  

 - Code of Conduct and Code of Ethics,  

 - Non-Discrimination and Anti-Harassment, 

 - Diversity and Inclusion 

IT Security Awareness and PDPA 2024 
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GRC for Leaders:  EA has launched educational session in risk management to Top management through  

a course called " GRC for leader”.  The objective of the course is to strengthen practices of organizational strategy 

in Governance, Risk Management and Compliance. 27 of top management participated in the course, and each 

one of them successfully completed the training.  

 

Risk training for non-executive directors: EA extended an opportunity to its non-executives to participate in 

Risk management program for corporate leader which was conducted by the Institute of Director (IOD).  

The objective of the training is to is to enhance participants' knowledge in key risk-related topics, including risk 

management framework (risk strategy, architecture, protocol) and how to manage risk, opportunity and crises. 

 


